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. Request Information

Endpoint

Development

http://api-sandbox.privy.id/v1l/merchant

Production

https://core.privy.id/v1l/merchant

Authentication

Using the authorization type: Basic Auth

username username
password password
Header of Request
Parameter’s name Description Required
Merchant-Key Merchant Unique Key Yes
Content-Type form-data Yes
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s. APl Reference

1. Registration

REQUEST
Method: POST

Development

http://api-sandbox.privy.id/vl/merchant/registration

Production

https://core.privy.id/vl/merchant/registration

BODY OF REQUEST

Parameter’s Type Example Description
name

email* String user@usermail.com User’s email

phone* String 08233324223 User’s phone number

selfie* File ExampleSelfie.png Face close up photo of
Registrant on image
format (.png/ .jpg/
Jpeg)

ktp* File ExampleKTP.png User’s identity card on
image format (.png/
Jpg/ .jpeg)

identity* String {"nama" : ”"Bambang Registrant’s identity

Test”,”nik”:"123412341
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2341234",
"tanggalLahir":"1993-0
2-02"}
* : Required
RESPONSE PARAMETER
Parameter’s name Type Description
code String HTTP Status Code
data Object(] User’s information
email String User’s email
phone String User’s phone
userToken String User’s random token generated from Privy system
status String User’s status. Value : verified or registered
message String Message of Response
Response
1. Success
{
"code": 201,
"data": {
"email": "user@usermail.com",
"phone": "+628233324223",
"userToken":
"fO0bedl0b96b82c73168£997c27b3ed1d8c0849d1ad8cbl0c2ddlc72bla202c7c",
"status": "waiting"
o
"message": "Waiting for Verification"
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2. Blank email/phone

"code": 422,

"errors": [
{
"field": "email",
"messages": [

"cannot be blank"
]
}
I
"message": "Validation(s) Error"

3. Blank KTP

"code": 422,
"errors": [

{
"field": "ktp",
"messages": [
"cannot be blank",
"Image not readable"

}
1,

"message": "Validation(s) Error"

4. Blank selfie

"code": 422,

"errors": [
{
"field": "selfie",
"messages": [
"is required",
"cannot be blank"
]
}
1y
"message": "Validation(s) Error"
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5. Invalid email/phone

"code": 422,

"errors": [
{
"field": "email",
"messages": [

"invalid email"
]
}
1y
"message": "Validation(s) Error"

6. Blank Identity NIK

"code": 422,
"errors": [
{
"field": "identity.nik",
"messages": [

"can’t be blank",
"must be valid 16 digit",

}
1,

"message": "Validation(s) Error"

7. Invalid Identity NIK

"code": 422,

"errors": |
{
"field": "identity.nik",
"messages": [
"NIK must be a 16 digit number"
]
}
I
"message": "Validation(s) Error"
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8. Blank or Invalid Identity Nama

"code": 422,
"errors": [
{
"field": "identity.nama",
"messages": [
"is too short (minimum is 3 characters)",
]
}
1y
"message": "Validation(s) Error"

9. Invalid format of KTP and Selfie

"code": 422,
"errors": [
{
"field": "ktp",
"messages": [
"file must be image png"
]
}
1y
"message": "Validation(s) Error"
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10. Already register but still in a verification process

"code": 422,
"errors": |
{
"field": "email",
"messages": [

"Email user@example.com has been registered, is still a
verification process"
]
b
{
"field": "phone",
"messages": [
"Phone 08233324223 has been registered, is still a
verification process"
]
}
] ’

"message": "Validation(s) Error"
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2. Check Registration Status

REQUEST
Method: POST

Development

status

http://api-sandbox.privy.id/vl/merchant/registration/

Production

https://core.privy.id/vl/merchant/registration/status

BODY OF REQUEST

Parameter’s | Type Example Description
name

token* String | 0316a5332d05e5eb86a93cel3608 | User’s token from
252753e7f2b808c7e5739d8cb340 Registration AP
ab2acdod

* : Required

RESPONSE PARAMETER

Parameter’s name Type Description

code String HTTP Status Code

data Object(] User’s information

email String User’s email

phone String User’s phone
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data Object(]
privyld String User’s PrivylD
userToken String User’s random token generated from Privy system
status String User’s status. Value : waiting, rejected, verified,
rejected
identity Object(] User’s identity based on his/her ID Card
nama String User’s name
nik String User’s identity number
tanggalLahir String User’s birthdate
tempatLahir String User’s birthplace
message String Message of response
Note :

User Status

1. Waiting : user is waiting to be verified

2. Invalid : user is rejected by privy and can be verified if user sends supporting data

3. Rejected : user is rejected by privy and cannot be verified again, because the

document sent does not meet the requirements. User need to register again with

another document or another identity card.

Example reason with rejected status : identity card can be found on the internet, ID

number on identity card and supporting document (family card) not found.
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4. Verified : user has been successfully verified by privy

5. Registered : user has been registered on privy

Response

1. Success —waiting

"code": 201,
"data": {
"email":"user@usermail.com",
"phone":"08233324223",
"userToken":
"0316a5332d05e5eb86a93cel13608252753e7£f2b808c7e5739d8cb340a62acdod",
"status": "waiting"
}I
"message": "Waiting for Verification"

2. Success — rejected

"code": 201,
"data": {
"privyId": null,
"email": " r rmail m",

"phone":"08233324223",
"processedAt":"2019-06-24 14:45:58 +0700",

"userToken":
"0316a5332d05e5eb86a93cel3608252753e7£2b808c7e5739d8cb340a62acd9d",
"status": "rejected",
"reject": {
"code": "PRVMOO1",
"reason": "Email telah terdaftar dengan NIK yang berbeda"

"handler": []
}
b

"message": "Data Rejected"
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3. Success — verified

"code": 201,
"data": {
"privyId": "BA9999",
"email": "user@usermail.com",
"phone": "08233324223",
"processedAt": "2019-06-24 14:45:58 +0700",
"userToken":

"0316a5332d05e5eb86a93cel3608252753e7£2b808c7e5739d8cb340a62acdod",

"status": "verified",

"identity": {
"nama": "Bambang Test",
"nik": "1234123412341234",
"tanggallLahir": "1980-11-11",
"tempatLahir": "Bogor"

}

by

"message'": "Data Verified"

4. Success —registered

"code": 201,
"data": {
"privyId": "BA9999",
"email": "user@usermail.com",
"phone": "08233324223",
"processedAt": "2019-06-24 14:45:58 +0700",
"userToken":

"0316a5332d05e5eb86a93cel3608252753e7f2b808c7e5739d8cb340a62acdod",

"status": "registered",

"identity": {
"nama": "Bambang Test",
"nik": "1234123412341234",
"tanggallahir": "1980-11-11",
"tempatLahir": "Bogor"

}

by

"message": "Data has been Registered"
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5. Success - Invalid

"code": 201,

"data": {
"privyId": null,
"email": "user@usermail.com",

"phone": "08233324223",
"processedAt": "2019-06-24 14:45:58 +0700",
"userToken":
"0316a5332d05e5eb86a93cel3608252753e7£2b808c7e5739d8cb340a62acdod",
"status": "invalid",
"reject": {
"code": "PRVK002",
"reason": "Foto KTP yang diunggah tidak dapat dibaca
(mis. gambar kabur, kecil, dll.)",
"handler": [
{
"category": "KTP",
"handler": "Foto KTP/Resi e-KTP/e-KTP Asli",
"file support": []
|
}I

"message": "Data has been Registered"

6. Invalid userToken

"code": 404,
"errors": [],
"message": "Unable to find userToken wROnGuS3rTOkEn”}

7. Blank userToken

"code": 422,

"errors": |
"field": "token",
"messages": [

"cannot be blank"
]
1/

"message": "Validation(s) Error”}
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3. Create User Token

REQUEST
Method: POST

Development http://api-sandbox.privy.id/vl/merchant/user-token
/token

Production https://core.privy.id/v1l/merchant/user-token/token

BODY OF REQUEST

Parameter’s Type Example Description
name
privyld* String BA9999 User’s privyld
*: Required
Response
1. Success

"code": 201,
"data": {
"token":
"eyJhbGciO0iJSUzI1INiJ9.eyIdpYXQiOJEINTQzNzY4MzIsInN1YiI6I jBhOGRmZmN

hMGM4ANGIwZTUzN2M3YjBjYTgONDhhY2Y2YTYXNTJ1Z 3§ IJkMWJiNTUXMWVkMDMxYT 1 m
NDcyYThkZTYkJGIRWHgwNNRCZDdzbUgONjIwRHIJaWm91Q3FRczhOaE9sLzdXQkV10
EVSZ1g2dTJIMNNnQleTN1bENQACtvOSsveGOIVFASTTZIMzIJKZmMVPCcXZPY31WTnRiaz
ZUWHNXeXZZdk45RHp1OW1ltYzdLT2ZCUJNENnNJsS1hMb1lhub02VZ29QUmMrMEFJyNDR
WwZUVNWDB4K2xBSFYtLXFWT1IM2Q1hJWVJEaVBDZ2TtLVFMVnBVWkINdO11WjNVRINF
Sms0eVEIPSTIsImV4cCI6MTUINDQ2MzIzMn0 . HXzQdtVgaM1l1YOF5HKoWuM3o
rRy55vz9JQ0w6sVnx DKOJRE UkQO5XtOmlTKXJ2y3CntTgmWmeXcg-
etH6foQn9fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-LBPPPehztR cnTRIso79wHt
9CPmSfZ7mVRc56c 1nlUgv9SJkh4",
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"expired at": "2019-04-06T18:20:32.000+07:00",
"created at": "2019-04-04T18:20:32.000+07:00"
by
"message": "User token successfully created"

}

2. Error PrivylD not Found

"code": 422,
"errors": [
{
"field": "privyId",
"messages": [
"Cannot find privyid US3254"
]
}
] ’

"message": "Validation(s) Error”}

3. Error PrivyID Blank

"code": 422,
"errors": |
{
"field": "privyId",
"messages": [
"cannot be blank"
]
}
I
"message": "Validation(s) Error"
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4. Request OTP

REQUEST
Method: POST

Development | http://api-sandbox.privy.id/vl/merchant/user-token/otp-request

Production https://core.privy.id/vl/merchant/user-token/otp-request

Header of Request

Parameter’s name Description Description
Merchant-Key Merchant Unique Key

Y4MzIsInN1YiI6IjBhOGRmZmNhMGMANGIwZTUzN
2M3YjBjYTgONDhhY2Y2YTYXNTJ1Z§ TkMWJIiNTUx
MWVKMDMxYT1mNDcyYThkZTYkJGORWHgwNnRCZDd
zbUgONjIwRHJaWm91Q3FRczhOaE9sLzdXQkV1O0OE
VSZ1g2dTIMNNQleTN1bENQACtvOSsveGIIVEdST
TZJIMzJIJKZmVPcXZPY31WTnRiazZUWHNXeXZZdk45
RHplOW1tYzdLT2ZCUJNENnJsS1hMblhub0ZVZ29
QUMMrMEFJyNDRwZUVNWDB4K2xBSEYtLXFWT1M20Q1
hJWVJIEaVBDZ2ItLVEMVNBVWk1NdO11WjNVRINES
ms0eVE9PSIsImV4AcCI6MTUINDQ2MzIzMnO . HXzQ
dtVgaMl1YOF5HKoWuM3orRy55vz9JQwosVnx DK
O0jJRf UkQO5Xt9mlTKXJ2y3CntTgmWmeXcg-etH6
foOn9£fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-L
BPPPehztR cnTRIso79wHtICPmSfZ7mVRc56¢c 1
nlUqv9SJkh4

obtained from api
create user token
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Response
1. Success

"code": 201,
"data": {1},
"message": "OTP sent to +628967032xxxx"

2. Error - Invalid or expired token

"code": 404,
"errors": [],
"message": "Unauthorized. Invalid or expired token." }
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5. OTP Verification

REQUEST
Method: POST

Development | http://api-sandbox.privy.id/vl/merchant/user-token/otp-confirm

Production https://core.privy.id/vl/merchant/user-token/otp-confirm

Header of Request

Parameter’s name Description Description
Merchant-Key Merchant Unique Key

Y4MzIsInN1Y1iI6IjBhOGRmZmNhMGMANGIwZTUzN
2M3YjBjYTgONDhhY2Y2YTYxNTJ1Z§ TkMWJIiNTUx
MWVKMDMx YT 1mNDcyYThkZTYkJGORWHgwNnRCZDd | Create user token
zbUgONjIwRHJIaWm91Q3FRczhOaE9sLzdXQkV1O0OE
VSZ1g2dTIMNNQ1leTN1bENQACtvOSsveGOIVEdST
TZJIMzJIKZmVPcXZPY31WTnRiazZUWHNXeXZZdk45
RHplOW1tYzdLT2ZCUJNENnJsS1hMblhub0ZVZ29
QUMMrMFEJyNDRwZUVNWDB4K2xBSFYtLXFWT1M20Q1
hdJWVJEaVBDZ2 It LVEMVNBVWk1NdO11WjNVRINFE'S
ms0eVE9PSIsImV4cCI6GMTUINDQ2MzIzMn0 . HXzQ
dtVgaMl1YOF5HKoWuM3orRy55vz9JQw6sVnx DK
O0JRf UkQO5Xt9mlTKXJ2y3CntTgmWmeXcq-etH6
foOn9£fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-L
BPPPehztR cnTRIso79wHtOCPmSfZ7mVRc56c 1
nlUqv9SJkh4

obtained from api
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Body of Request
Parameter’s name Type Example Description
code* String 34567 5 digit number sent to
user’s phone number
*: Required
Response
Success
{
"code": 201,
"data": {}
"message": "OTP Verification success"
}
Error - Invalid or expired token
{
"code": 401,
"errors": [],
"message": "Unauthorized. Invalid or expired code OTP."
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6. Upload Document

REQUEST
Method: POST

Development

http://api-sandbox.privy.id/v3/merchant/document /upload

Production

https://core.privy.id/v3/merchant /document /upload

Header of Request

Parameter’s name Description Required
Merchant-Key Merchant Unique Key Yes
Content-Type form-data Yes
BODY OF REQUEST
Parameter’s Type Example Description
name

documentTitle* | String

Example Title

Document title

docType* String Serial Document workflow. Value :
Serial, Parallel
owner* String { Document owner. Contains

privyld and enterpriseToken,
enterpriseToken on example
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"privyId":"AB1234",

column can be used for
Development Environment.

{

"email":
"example@mail.com",

"type": "Signer",

"enterpriseToken":

by

{
"privyId":"AAO0OQO11",
"type":"Approver",

}
]

"enterpriseToken": | Every merchant has their own
"41bc84b42c8543daf448 | enterpriseToken and use them
d893c255beldbdcc722e™ | inProduction Environment.
}
document* File Exampledoc.pdf Document with pdf format.
recipients* Object(] [ Recipients list.

Type can be : Signer,
Reviewer, Approver

If the document type is Serial,
the signing or reviewing
process will be based on the
order of recipients.

Note:

® You can share the
document by input the
recipient’s email. The
type of this recipient is

"enterpriseToken":
"41bc84b42c8543dafd48 only signer / reviewer.
d893c255beldbdcc722e™ Leave the entepriseToken
} blank because if you
( share the document to
. the recipient’s email he
"privyId": | ‘
"BBOO11", can only accep .
5 documents on his
"t Al : n 4 "
YPe Tgnert, personal account.
"enterpriseToken":

e You must fill in the
enterprise token if the
recipient type is approver
because the role
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approver is only for
enterprise documents.

templateld*

String

AB1234

Fill with templateld.

Templateld is an autosign
template identifier.

note:

This parameter is required if

you want to use an autosign
service.

* : Required

Notes :

1. “enterpriseToken” in parameter recipients refer to user’s EnterpriselD account
token which can be acquired by registering user’s Company.

2. Document workflow :

- Serial : the signing or reviewing process will be based on the order of recipients.

- Parallel : signer or reviewer can sign the document without having to wait for a
previous one.

RESPONSE PARAMETER

Parameter’s name Type Description
code String HTTP Status Code
data Object(]
docToken String Document token, generated by Privy system
urlDocument String Document link to sign or view
recipients Object(] Recipients list
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privyld String User’s privyld
type String Recipient’s role on the document (Signer, Reviewer,
Approver), case sensitive.
enterpriseToken String Merchant’s token
message String Message of response
Note :

e Merchant can add autofill PrivyID to the document URL that will be given to the user
urlDocument?x=100&y=100&page=1&privyld={{privyld}}

example :

https://sign-sandbox.privy.id/doc/9764361dfef1c43d6bbe0b9961b30db199980d27a
S5bd56e25ae55dc83ae01a6c?x=100&y=100&page=1&privyld=TES001



https://sign-sandbox.privy.id/doc/9764361dfef1c43d6bbe0b9961b30db199980d27a5bd56e25ae55dc83ae01a6c?x=100&y=100&page=1&privyId=TES001
https://sign-sandbox.privy.id/doc/9764361dfef1c43d6bbe0b9961b30db199980d27a5bd56e25ae55dc83ae01a6c?x=100&y=100&page=1&privyId=TES001
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Response

1. Success

"code": 201,
"data": {
"docToken":
"ad40aal708c7365886d4dc77ded97644f64a3fd15787638f213bb54e5fbce502e™
"urlDocument":
"https://sign-sandbox.privy.id/doc/a40aal708c7365886d4dc77ded97644
f64a3fd15787638f213bb54e5fbce502e",

"recipients": |

{
"email": "example@mail.com",
"type": "Signer",
"enterpriseToken": null

}I

{
"privyId": "AAOOQO11",
"type": "Approver",

"enterpriseToken":

"41bc84b42c8543daf448d893c255beldbdecc722e™
by
{

"privyId": "BBOO11l",

"type": "Signer",

"enterpriseToken": null

]
by

"message": "Document successfully upload and shared"

2. Error —Invalid format of document

"code": 422,
"errors": [
{
"field": "document",
"messages": [
"file must be pdf"
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1,

"message": "Validation (s)

3. Error —Invalid PrivyID

Error" }

"code": 422,
"errors": [
{
"field": "recipients.l.privyId",
"messages": [
"privyId AA001l not found"
]
}
1,
"message": "Validation(s) Error"

4. |nvalid email

"code": 422,
"errors": |
{
"field": "recipients.O.email",
"messages": [
"Make sure that you insert the correct email format"
]
}
1y
"message": "Validation(s) Error"

5. If you share the document to the recipient’s email but fill the enterpriseToken.

e if you share the document to the recipient’s email he can only accept documents

on his personal account.

"code": 422,
"errors": [
{
"field": "recipients.O.enterpriseToken",
"messages": [

"Invalid enterprise on recipient number #1"

]
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I

"message": "Validation(s) Error"
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6. If you share the document to the recipient’s email but fill the type with “approver”.

e if you share the document to the recipient’s email you cannot fill the type with
“approver” because the type of this recipient is only signer / reviewer.

"code": 422,
"errors": [
{
"field": "recipients.O.enterpriseToken",
"messages": [

"enterpriseToken or enterpriseld is required for recipient
type Approver"
]
}y
{
"field": "recipients.O.enterpriseId",
"messages": |
"enterpriseToken or enterpriseld is required for recipient
type Approver"
]
}

1y
"messages": “Walidation(s) Error”

7. Invalid type on recipient list

"code": 422,

"errors": [
{
"field": "recipients.O.type",
"messages": [
"Only fill with Signer or Reviewer"
]
}
1,
"message": "Validation(s) Error"
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8. Owner PrivylID did not registered in that enterprise

"code": 422,
"errors": |
{
"field": "owner.privyId",
"messages": [

"privyId AB1234 not found"
]
}
1y
"messages": “Validation(s) Error”

9. Invalid enterprise token / the user is not associated with the enterprise

"code": 422,
"errors": [
{
"field": "recipients.l.enterpriseToken",
"messages": [

"Invalid enterprise on recipient number #1"
]
}
1y

"messages": “Walidation(s) Error”
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10. If you do not fill in the enterpriseToken when the recipient's type is “approver”.
e (You must fill in the enterprise token if the recipient type is approver because

the role approver is only for enterprise documents)

"code": 422,
"errors": |
{
"field": "recipients.l.enterpriseToken",
"messages": [

"enterpriseToken or enterpriseld is required for recipient

type Approver"
]
br
{
"field": "recipients.l.enterpriseId",
"messages": [

"enterpriseToken or enterpriseld is required for recipient

type Approver"
]
}

1,

"messages": “Validation(s) Error”

11. Blank Owner’s privyld

"code": 422,

"errors": |
{
"field": "owner.privyId",
"messages": [
"cannot be blank",
"privyId not found",
]
}
1/
"messages": “Walidation(s) Error”
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7. Signing

REQUEST

Method: POST

Development

https://api-sandbox.privy.id/v2/merchant/document /multiple-signing

Production

https://core.privy.id/v2/merchant/document/multiple-signing

Header of Request

Parameter’s name Description Description
Merchant-Key Merchant Unique Key
Token eyJhbGciOiJSUzI1NiJ9.eyIJpYXQiOJEINTQzNzY4MzIST | yser token

nN1YiI6IjBhOGRMZmNhMGM4ANGIwZTUzZN2M3YJBjYTgONDh
hY2Y2YTYXNTJ1Z ) IJKkMWIiNTUXMWVKMDMxYT1mNDcyYThkZ
TYkJGORWHgwWNNRCZDdzbUgONj IwRHJaWm91Q3FRczhOaE9 | api create user
sLzdXQkV10EVSZ1g2dTIMNNQleTN1bENQACtvOSsveGIIV | token
FAS5TTZJIMzJKZmVPcXZPY31WTnRiazZUWHNXeXZZdk45RHp
10W1ltYzdLT2ZCUJNENnJsS1hMblhub0ZVZ29QUmMrMEJyN
DRWZUVNWDB4K2xBSFYtLXFWT1IM2Q1hJWVJEaVBDZ2ItLVFE
MVNnBVWk1INdO11WjNVRINFSms0eVEIPSIsImV4cCIOMTULIN
DQ2MzIzMnO0 .HXzQdtVgaMl1YOF5HKoWuM3orRy55vz 9J0w
6sVnx DKOJjRf UkQO5XtImlTKXJ2y3CntTamWmeXcg-etH
6foOn9fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-LBPPPeh
ztR cnTRIso79wHtICPmSEZ7mVRc56¢c 1nlUqv9SJkh4

obtained from
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BODY OF REQUEST
Note: use RAW JSON

{

"documents": [
{

"docToken":

"20c3£9a21e4018pb180a78207085d90e269£64595¢c5166£2a507402be645508a7",
"X” 3 HZOO",

"y" @ "150",
"page" : "1"

} 1,D
"signature": {

"visibility" : true

Noted:

o.,n o n

1. Parameters “x”, “y”, and “page” are editable, it defines the position where the
signature will be placed.
“Visibility: true” defines that the signature will appear in the document.

3. “Visibility: false” defines that the signature will not appear in the document.
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RESPONSE PARAMETER

Parameter’s name Type Description
code String HTTP Status Code
data Object[] Information
document Object[] The document information
docToken String The document token
title String The document title
documentStatus String The document status.
Value : Completed
message String Message of response
RESPONSE
1. Success

"code": 201,
"data": {
"document": [

{

"docToken":

"20c3f9a21e4018b180a78207085d90e269f64595¢c5166£2a507402be645508a7",
"title": "Doc Coba"

}
1,

"documentStatus": "Completed"
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}y
"message": "Document successfully sign"

2. Invalid document token

"code": 422,

"errors": |
{
"field": "documents.O.docToken",
"messages": [
"invalid docToken"
]
}
1y
"message": "Validation(s) Error"

3. Invalid user token

{
"code": 404,
"errors": [],
"message": "Unauthorized. Invalid or expired token.”}
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8. Check Document Status

REQUEST
Method: GET

Development http://api-sandbox.privy.id/v1l/merchant/document/status/:docToken

Production https://core.privy.id/vl/merchant/document/status/:docToken

PARAMS REQUEST

Parameter’s Type Example Description
name
docToken* String e9749pbef897b0594c16d63f6l1fdab00 Document token
44
* : Required

RESPONSE PARAMETER

Parameter’s name Type Description

code String HTTP Status Code

data Object(] Document token, generated by Privy system
docToken String Link to sign document
documentStatus String Document status. Value : Completed
urlDocument String Link to view or download original and signed

document

recipients Object[] Recipient list
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privyld String User’s privyld
type String Recipient’s role on the document (Signer and
Reviewer
signatoryStatus String Recipient’s status. Value : Completed
message String Message of response
Response

1. Success — Completed Document

"code": 200,
"data": {
"title": "Doc Coba'",
"docToken":
"20c3f9a21e4018b180a78207085d90e269f64595¢c5166£2a507402be645508a7"

14

"recipients": [
{
"privyId": "DEVSU5647",
"type": "Signer",
"signatoryStatus": "Completed",
"signedAt": "2021-04-01T15:36:03.000+07:00"
}
1y
"documentStatus": "Completed",
"urlDocument":

"https://sign-sandbox.privy.id/doc/20c3£9a21e4018b180a78207085d90e
269f64595c5166£2a507402be645508a7",
"download": {

"url":
"https://api-sandbox.privy.id/document/zHthmIePw3-2b4£f98b6-2d86-43
82-b3f9-3e7437dfffe7?Expires=1617267536&Signature=WyuDG%$2FIGy9ticD
8260glvz1E04nz1eMAlYUS2F2aKum3Nx9XGHIOB%2BYNAZZz1i1T6gcXauCktL20gNg
k8nSRB8ISwKbg7WmRAS2BpwvW7fu20H5A851atg%s2B%$2BXNu9b8m¥2BTqOsL3Q5xtCa
fDhVv8k72Dng%$2FIPbiorMnb80H2sQ%2BAGYbM15V0OcMAeGWS4ALKKtLwdZB1H2wxZDa
fFDhBmk4NyYeoUlYrXj1lZAiINn20YL7hPRVvAgtS9AB19dICsVPZDsB%$2F0AxXOcOymA
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3TGKVSTchVE%2BaNnHNn9u7YPU6PzV1staRbUW6CAUQMQz6CBx6%$2F9xKjJTAgHS2F1
LokBON1lxkfcgdnjV7/TgPJA%3D%3D",
"expiredAt": "2021-04-01T08:51:00+00:00"
}
by

"message": "Successfully get a status document"




No. Form:

PRIVY IDENTITAS DIGITAL 005/1/API/TD-IT/PID/V1/2

021

' p rlvyl d JI. Kemang Raya No. 15 C, Lantai 4, Bangka, Mampang Prapatan, Revision: 00

Jakarta Selatan 12730

helpdesk@privy.id | www.privy.id Date: 09 June 2021

PrivylD APl Documentation API Signing non RA v1.0

. Restricted Document
- Placement Signature

2. Invalid document token

"code": 404,

"errors": [],

"message": "Unable to find docToken
9520596c9621853f3a3463e6ec065cb7coo32ecc7/c3afff86910deedacf2lo6c7"
}
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9. Callback

Callback Event Registration Status

This documentation shows a response after the document is completed. To get a
registration callback, the merchant is expected to provide a webhook that allows
external services to be notified when a document status event occurs. The webhook
URL should be static, and secured with credential, either bearer token or basic auth
username and password.
If the merchant uses a callback service for registration and document status events,
one webhook URL can be used for both. Privy system will only send to one webhook
URL while both callback services will be differentiated by the event-name parameter
in our payload.
Status description
1. Invalid : user is rejected by privy and can be verified if user sends supporting
data
2. Rejected : useris rejected by privy and cannot be verified again, because the
document sent does not meet the requirements. User need to register again
with another document or another identity card.
Example reason with rejected status : identity card can be found on the internet,
ID number on identity card and supporting document (family card) not found.
3. Verified : user has been successfully verified by privy

4. Registered : user has been registered on privy
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Payload

eventName

message

data

privyld
userld
email

phone

processedAt

userToken

String register

String User Verified
Object(]

String PU9118

String 12345

String uji@privy.id
String +628898767890
String 2019-01-28

17:20:29 +0700

String eyJ0eXAiOiJKV1QiLC
JhbGciOiJlUzI1NiJ9.e
yIpZClelmFyY2hpZS
5zdXJ5YUBtcGOtZml
uYWS5;jZS5jb20iLClle
HAIOjEINDkyNjM?2
MDJ9.Xc6SeSKSc5e
HoyrGoHbJWrv-xt_x
z89Bu3IKligURtw

Name of event
Message of event

Array of registrant’s
data

Registrant's privyld
Registrant’s userld

Registrant’s email

Time of registration
processed

Registrant's unique
token
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status

identity

nama

nik

tanggallahir

tempatLahir

String

Object[]

String

String

String

String

verified

Nama Example

1234567678909877
6

1991-06-30

Mekar Sari

Status of
registration

Array of registrant’s
identity

Registrant's name

Registrant's national
number

Registrant's birth
date

Registrant's birth
place
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Example Payload

1. Verified
{
"eventName": "register",
"data": {
"privyId": "HE7095",
"email": "emailreguler@gmail.com",

"phone": "+6285674124152",

"processedAt": "2019-09-11 22:48:03 +0700",

"userToken":
"eyJ0eXAi0iJKV1IQiLCJIJhbGciiJIUzI1INiJ9.eyJpZCI6oImVtYWlscmVndWx1lckBnbWEpbC5jb20i
LCJ1leHAiOjEIN]jg4MjEOOT19.gKrfKH8aU98hd7G6KYn7JH6MFIf1227-08Hxb051j1s",

"status": "verified",
"identity": {
"nama": "Herubekti",
"nik": "3366998855442233",
"tanggallLahir": "1989-11-18",
"tempatLahir": "Cirebon"
}
}
} 4
"message": "Data has been registered"
}
2. Invalid
{
"eventName": "register",
"data": {
"privyId": null,
"email": "aksldummyO0O05@gmail.com",

"phone": "+6285959880810",
"processedAt": "2019-09-05 17:35:32 +0700",

"userToken":
"5f1be500ea3f97bea924d0e1a4802af53544d86f65aec03e2al6e30ae0225f7",
"status": "invalid",
"reject": {
"code": "PRVKOO3",
"reason": "Foto yang diunggah bukan foto KTP",
"handlers": [
{
"category": "KTP",
"handler": "Foto KTP\/Resi e-KTP\/e-KTP Asli",
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"file support": [

]

}
b

"message": "Data Rejected"

3. Rejected

"eventName": "register",

"data": {
"privyId": null,

"email": "presubmitted@gmail.com",
"phone'": "+62822222222222",
"processedAt": "2019-09-12 13:47:01 +0700",

"userToken":

"eyJ0eXA101iJKV1QiLCIhbGciOiJIUZIINIJ9. eyIpZCI6InByZXN1YmlpdHR1 ZEBNbWFpbC57b20
1LCJ1eHAiOJEINjg4NjU2Nz19.z uGWyyAgMBnRFD7mFu9bRHXL60VGOIRIMO2AXNO8XwW",

"status": "rejected",
"reject": {
"code": "PRVKOO1",
"reason": "KTP dapat ditemukan melalui mesin pencari",
"handlers": [
]
}
by
"message": "Data Rejected"

}

4. Registered

"eventName": "register",

"data": {

"privyId": "HE7095",

"email": "emailreguler@gmail.com",

"phone": "+6285674124152",

"processedAt": "2019-09-11 22:48:03 +0700",
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"userToken":
"eyJ0eXA10iJKV1IQiLCJIJhbGciIUzIINi1iJ9.eyJpZCI6ImVtYWlscmVndWxlckBnbWEpbC5jb201iLC
J1leHAiOjEINjg4MIEOOT19.gKrfKH8aU98hd7G6KYn7JHE6MFIf122z7-08Hxb0O5ij1s™",

"status": "registered",

"identity": {
"nama": "Herubekti",
"nik": "3366998855442233",
"tanggalLahir": "1989-11-18",
"tempatLahir": "Cirebon",

}

b
"message": "Data has been registered"

}
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Callback Event Document Status

This documentation shows a response after the document is completed. To get a
callback registration, the merchant is expected to provide a webhook that allows

external services, to be notified when a document status event occurs.

Merchants can choose to get payload without or with a download URL. URL
download has an expiration time of 15 minutes. Merchants can still download

documents by hitting API Check Document Status if it’s been more than 15 minutes.

Status description

Completed Document status that has been signed.
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Payload

eventName

data

docTitle

docToken

recipients

privyld

type

signatoryStatus

documentStatus

String

Object(]

String

String

Object(]

String

String

String

String

document-compl
eted

tes callback

10e654e3adfch5o6
6b3488a3bbcacdb
d32940c7d288£3
711bo6f9db4dfele
067e5alb

MO02025

Signer

Completed

Completed

Name of event

Array of signer data
and document status

Document’s title

Document’s token

Array of recipient data
and signatory status

Recipient’s PrivylD

Recipient’s role on the
document, example :
Signer, Reviewer.

Recipient’s signatory
status on the
document, example :
Completed and In
progress

Document sign status,
example : Completed
and In Progress
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download Object(] Array of url download
and url expiry time

url String http://api-san | urlfor download
dbox.privy.id/ | document
document/5IYUA

AdWmcf-a85d714c
-6ef7-4e3d-al6
e-57da9del14083

expiredAt String 2019-05-03T07: Url expiry time
08:33+00:00

message String Document has Message of event
been completed

Example Payload

1. Every document completed without URL download
Merchant will get a notification when the document has been completed and get a

URL to download the document.

"eventName": "document-completed",
"data": {
"docTitle": "tes callback",
"docToken":
"532fcb9100c96fcfb53d1c9d61ed0036816e3238da2£2889023b9812ccc792b8",
"recipients": [

{
"privyId": "UATOO1",

"type": "Reviewer",
"signatoryStatus": "Completed"
}
]I
"documentStatus": "Completed"
3y
"message": "Document has been completed" }
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2. Every document completed with URL download

Merchant will get a notification when the document has been completed and get a

URL to download the document.

"eventName": "document-completed",
"data": {

"docTitle": "tes callback",
"docToken":

"4fp0£f23edel0c68c8blaa7fc56b1lc0747170c3d1la8641ce81l27ca3’7ca8lc9232c",

"recipients": [
{
"privyId": "UATOO1",
"type": "Reviewer",
"signatoryStatus": "Completed"
}

1y
"documentStatus": "Completed",

"download": {
"url":

"http://api-sandbox.privy.id/document/osnPbRbbZ2-18707248-4ee5-40fa-91lab-fle’7

6875b2aa",

"expiredAt": "2019-05-03T08:04:48+00:00"

}
by

"message": "Document has been completed"




