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. Request Information

Endpoint
Development https://stg-core.privy.id/v1l/merchant
Production https://core.privy.id/v1l/merchant

Authentication

Using the authorization type: Basic Auth

username username

password password

Header of Request

Parameter’s name Description Required
Merchant-Key Merchant Unique Key Yes
Content-Type form-data Yes

Postman Collection

https://www.getpostman.com/collections/2bf75f751f3eee2998b0
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1. Registration

REQUEST
Method: POST

Development

https://stg-core.privy.id/vl/merchant/registration

Production

https://core.privy.id/v1l/merchant/registration

BODY OF REQUEST

Parameter’s Type Example Description
name
email* String user@usermail.com User’s email
phone* String 08233324223 User’s phone number
selfie* File ExampleSelfie.png Face close up photo of
Registrant on image
format (.png/ .jpg/
Jpeg)
ktp* File ExampleKTP.png User’s identity card on
image format (.png/
irg/ .ipeg)
identity* String {"nama" : ”“Bambang Registrant’s identity
Test”,”nik”:"123412341
2341234",
"tanggalLahir":"1993-0
2-02"}
* : Required

RESPONSE PARAMETER

Date: 09 June 2021

Restricted Document




@ ciivyid

PRIVY IDENTITAS DIGITAL

No. Form:

005/1/API1/TD-IT/PID/VI/2
021

JI. Kemang Raya No. 15 C, Lantai 4, Bangka, Mampang Prapatan,
Jakarta Selatan 12730

helpdesk@privy.id | www.privy.id

Revision: 00

Date: 09 June 2021

PrivylD APl Documentation API Signing non RA v1.1
- Placement Signature

Restricted Document

Parameter’s name Type Description
code String HTTP Status Code
data Object(] User’s information
email String User’s email
phone String User’s phone
userToken String User’s random token generated from Privy system
status String User’s status. Value : verified or registered
message String Message of Response
Response
1. Success
{
"code": 201,
"data": {
"email": "user@usermail.com",
"phone": "+628233324223",
"userToken":
"f0bedl10b96b82c73168£997¢c27b3ed1d8c0849d1ad8cbl0c2ddlc72blaz202c7c",
"status": "waiting"
o
"message": "Waiting for Verification"
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2. Blank email/phone

"code": 422,
"errors": |

{
"field": "email",
"messages": [
"cannot be blank"

1,

"message": "Validation(s) Error"

3. Blank KTP

"code": 422,
"errors": [
{
"field": "ktp",
"messages": |
"cannot be blank",
"Image not readable"

I

"message": "Validation(s) Error"
4. Blank selfie

"code": 422,
"errors": [
{
"field": "selfie",
"messages": [
"is required",
"cannot be blank"

1y
"message": "Validation(s) Error"
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Invalid email/phone

422,
"errors": |
{
"field": "email",
"messages": [
"invalid email"
]
}
1,
"message": "Validation(s) Error"

6. Blank Identity NIK

"code": 422,
"errors": [

{
"field": "identity.nik",
"messages": |
"can’t be blank",
"must be valid 16 digit",

I

"message": "Validation(s) Error"

7. Invalid Identity NIK

"code": 422,
"errors": [
{
"field": "identity.nik",
"messages": [

"NIK must be a 16 digit number"

1y
"message": "Validation(s) Error"
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8. Blank or Invalid Identity Nama

"code": 422,

"errors": |
{
"field": "identity.nama",
"messages": [
"is too short (minimum is 3 characters)",
]
}
1,
"message": "Validation(s) Error"

9. Invalid format of KTP and Selfie

"code": 422,

"errors": [
{
"field": "ktp",
"messages": |
"file must be image png"
]
}
] 4
"message": "Validation(s) Error"
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10. Already register but still in a verification process

"code": 422,
"errors": [
{
"field": "email",
"messages": [
"Email user@example.com has been registered, is still a
verification process"
]
}y
{
"field": "phone",
"messages": [
"Phone 08233324223 has been registered, is still a
verification process"

]

1,

"message": "Validation(s) Error"
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2. Check Registration Status

REQUEST
Method: POST

Development

https://stg-core.privy.id/vl/merchant/registration/st
atus

Production

https://core.privy.id/vl/merchant/registration/status

BODY OF REQUEST

Parameter’s | Type Example Description
name
token* String | 0316a5332d05e5eb86a93¢cel3608 | User’s token from
252753e7f2b808c7e5739d8cb340 Registration API
abzacdod
* : Required

RESPONSE PARAMETER

Parameter’s name Type Description
code String HTTP Status Code
data Object(] User’s information
email String User’s email
phone String User’s phone
data Object(]
privyld String User’s PrivyID
userToken String User’s random token generated from Privy system
status String User’s status. Value : waiting, rejected, verified,
rejected
identity Object(] User’s identity based on his/her ID Card
nama String User’s name
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nik String User’s identity number

tanggalLahir String User’s birthdate

tempatLahir String User’s birthplace
message String Message of response
Note :

User Status

1. Waiting : user is waiting to be verified

2. Invalid : user is rejected by privy and can be verified if user sends supporting data

3. Rejected : user is rejected by privy and cannot be verified again, because the
document sent does not meet the requirements. User need to register again with
another document or another identity card.
Example reason with rejected status : identity card can be found on the internet, ID
number on identity card and supporting document (family card) not found.

4. Verified : user has been successfully verified by privy

5. Registered : user has been registered on privy

Response

1. Success —waiting

"code": 201,
"data": {
"email":"user@usermail.com",
"phone":"08233324223",
"userToken":
"0316a5332d05e5eb86a93cel3608252753e7£2b808c7e5739d8cb340a62acdod",
"status": "waiting"
}I
"message": "Waiting for Verification"
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2. Success — rejected

"code": 201,
"data": {
"privyId": null,
"email": "user@usermail.com",

"phone":"08233324223",
"processedAt":"2019-06-24 14:45:58 +0700",

"userToken":
"0316a5332d05e5eb86a93cel3608252753e7£2b808c7e5739d8cb340a62acdod",
"status": "rejected",
"reject": {
"code": "PRVMOO1",
"reason": "Email telah terdaftar dengan NIK yang berbeda"

"handler": []

b

"message": "Data Rejected"
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3. Success — verified

"code": 201,
"data": {
"privyId": "BA9999",
"email": "user@usermail.com",
"phone": "08233324223",
"processedAt": "2019-06-24 14:45:58 +0700",
"userToken":

"0316a5332d05e5eb86a93cel3608252753e7£f2b808c7e5739d8cb340a62acdod",

"status": "verified",

"identity": {
"nama": "Bambang Test",
"nik": "1234123412341234",
"tanggallLahir": "1980-11-11",
"tempatLahir": "Bogor"

by

"message": "Data Verified"

4. Success — registered

"code": 201,
"data": {
"privyId": "BA9999",
"email": "user@usermail.com",
"phone": "08233324223",
"processedAt": "2019-06-24 14:45:58 +0700",
"userToken":

"0316a5332d05e5eb86a93¢cel3608252753e7£2b808c7e5739d8cb340a62acd9d",

"status": "registered",
"identity": {
"nama": "Bambang Test",
"nik": "1234123412341234™",
"tanggallLahir": "1980-11-11",
"tempatLahir": "Bogor"

}y

"message": "Data has been Registered”
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5. Success - Invalid

"code": 201,
"data": {
"privyId": null,
"email": "user@usermail.com",

"phone": "08233324223",
"processedAt": "2019-06-24 14:45:58 +0700",
"userToken":
"0316a5332d05e5eb86a93cel3608252753e7f2b808c7e5739d8cb340a62acdod",
"status": "invalid",
"reject": {
"code": "PRVKO02",
"reason": "Foto KTP yang diunggah tidak dapat dibaca
(mis. gambar kabur, kecil, dll.)",
"handler": [
{
"category": "KTP",
"handler": "Foto KTP/Resi e-KTP/e-KTP Asli",
"file support": []
|
}I

"message": "Data has been Registered”

6. Invalid userToken

"code": 404,
"errors": [],
"message": "Unable to find userToken wROnGuS3rTOkEn”}

7. Blank userToken

"code": 422,

"errors": |
"field": "token",
"messages": [

"cannot be blank"

1,

"message": "Validation(s) Error”}
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3. Create User Token

REQUEST
Method: POST

Development https://stg-core.privy.id/vl/merchant /user-token/t
oken

Production https://core.privy.id/vl/merchant/user-token/token

BODY OF REQUEST

Parameter’s Type Example Description
name

privyld* String BA9999 User’s privyld

*: Required

Response
1. Success

"code": 201,
"data": {

"token":
"eyJhbGciOiJSUzIINiJ9.eyJpYXQiOjEINTQzZNzY4MzIsInN1YiI6IjBhOGRmMZmN
hMGMANGIwZTUzZN2M3YjJBjJYTgONDhhY2Y2YTYXNTJ1ZjJIJkMWIiINTUXMWVKkMDMXYT 1 m
NDcyYThkZTYkJGIRWHgwNNRCZDdzbUgONjIwRHIJaWm91Q3FRczh0OaE9sLzdXQkV10
EVSZ1g2dTJIMNNnQleTN1bENQACtvOSsveGOIVFASTTZIMzIKZmMVPCcXZPY31WTnRiaz
ZUWHNXeXZZdk45RHp1OW1ltYzdLT2ZCUJNENndsS1hMbl1hub0Z2VZ29QUmMrMFJyNDR
WZUVNWDB4K2xBSFYtLXFWT1IM2Q1hJWVJEaVBDZ2ItLVFMVNBVWkINdO11WjNVRINF
Sms0eVE9PSIsImV4cCI6GMTUINDQ2MzIzMnO . HXzQdtVgaM11YOF5HKoWuM30o
rRy55vz9JQ0w6sVnx DKOJRE UkQO5XtOmlTKXJ2y3CntTgmWmeXcg-
etH6foQn9fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-LBPPPehztR cnTRIso79wHt
9CPmSfZ7mVRc56¢c 1nlUgv9SJkh4",

"expired at": "2019-04-06T18:20:32.000+07:00",
"created at": "2019-04-04T18:20:32.000+07:00"
by

"message": "User token successfully created"
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2. Error PrivylD not Found

"code": 422,
"errors": [
{
"field": "privyId",
"messages": [
"Cannot find privyid US3254"
]
}
] 4

"message": "Validation(s) Error”}

3. Error PrivyID Blank

"code": 422,
"errors": |
it
"field": "privyId",
"messages": [
"cannot be blank"
]
}
1,

"message": "Validation(s) Error"
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4. Request OTP

REQUEST
Method: POST

Development | https://stg-core.privy.id/vl/merchant/user-token/otp-request

Production https://core.privy.id/vl/merchant/user-token/otp-request

Header of Request

Parameter’s name Description Description
Merchant-Key Merchant Unique Key
Token eyJhbGci0iJSUzI1INiJ9.eyIJpYXQiOjEINTQzNz User token

Y4MzIsInN1YiI6IjBhOGRmMZmNhMGMANGIwZTUzN
2M3YjB3jYTgONDhhY2Y2YTYXNTJI1Zj JkMWJIiNTUx
MWVKMDMxYT1mNDcyYThkZTYkJGORWHgwNNRCZDd
zbUgONj IwRHJaWm91Q03FRczhOaE9sLzdXQkV10OE
VSZ1g2dTIMNNQ1leTN1bENQACtvOSsveGIIVEdST
TZIMzJKZmVPcXZPY31WTnRiazZUWHNXeXZZdk45
RHplOW1ltYzdLT2ZCUJNENnJsS1hMblhub0ZVZ29
QUMMrMFEJyNDRwZUVNWDB4K2xBSFYtLXFWT1M20Q1
hdJWVJEaVBDZ2 It LVEMVNBVWk1NdO11WjNVRINFE'S
ms0eVE9PSIsImV4AcCI6MTUINDQ2MzIzMnO . HXzQ
dtVgaM1l1YOF5HKoWuM3orRy55vz9JQwosVnx DK
O0jJRf UkQO5Xt9mlTKXJ2y3CntTgmWmeXcq-etH6
foOn9£fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-L
BPPPehztR cnTRIso79wHtOCPmSfZ7mVRcS56c 1
nlUqv9SJkh4

obtained from api
create user token
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Response
1. Success

"code": 201,
"data": {1},
"message": "OTP sent to +628967032xxxx"

2. Error - Invalid or expired token

"code": 404,
"errors": [],
"message": "Unauthorized. Invalid or expired token." }
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5. OTP Verification

REQUEST
Method: POST

firm

Development | https://stg-core.privy.id/v1l/merchant/user-token/otp-con

Production https://core.privy.id/vl/merchant/user-token/otp-confirm

Header of Request

Parameter’s name Description Description
Merchant-Key Merchant Unique Key
Token eyJhbGci0iJSUzI1INiJ9.eyIJpYXQiOjEINTQzNz User token

Y4MzIsInN1YiTI6IjBhOGRmZmMNhMGMANGIwZTUzZN
2M3YjB3jYTgONDhhY2Y2YTYXNTJI1Zj JkMWJIiNTUx
MWVKMDMxYT1mNDcyYThkZTYkJGORWHgwNNRCZDd
zbUgONjIwRHJIaWm91Q3FRczhOaE9sLzdXQkV1O0OE
VSZ1g2dTIMNNQleTN1bENQACtvOSsveGOIVEdST
TZJIMzJKZmVPCcXZPY31WTnRiazZUWHNXeXZzdk45
RHplOW1tYzdLT2ZCUJNENnJsS1hMblhub0ZVZ29
QUMMrMFJyNDRwZUVNWDB4K2xBSEYtLXFWT1M20Q1
hJWVJIEaVBDZ2ItLVEFMVNBVIWk1NdO11WjNVRINFES
ms0eVE9PSIsImV4AcCI6MTUINDQ2MzIzMnO . HXzQ
dtVgaMl1YOF5HKoWuM3orRy55vz9JQw6sVnx DK
O0jJRf UkQO5Xt9mlTKXJ2y3CntTagmWmeXcg-etH6
foOn9fo4KQA3Dg8s0riQazkp wvCrBXZNojhk-L
BPPPehztR cnTRIso79wHtOCPmSfZ7mVRcS6c 1
nlUqgv9SJkh4

obtained from api
create user token
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Body of Request
Parameter’s name Type Example Description
code* String 34567 5 digit number sent to
user’s phone number
*: Required
Response
1. Success

{

"code": 201,

"data": {}

"message": "OTP Verification success"

2. Error - Invalid or expired token

"code": 401,
"errors": [],

"message": "Unauthorized.

Invalid or expired code OTP."
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6. Upload Document

REQUEST
Method: POST

Development

https://stg-core.privy.id/v3/merchant/document /upload

Production

https://core.privy.id/v3/merchant/document/upload

Header of Request

Parameter’s name Description Required
Merchant-Key Merchant Unique Key Yes
Content-Type form-data Yes
BODY OF REQUEST
Parameter’s Type Example Description
name
documentTitle* | String Example Title Document title
docType* String Serial Document workflow. Value :
Serial, Parallel
owner* String { Document owner. Contains
"privyId":"AB1234", privyld and enterpriseToken,
enterpriseToken on example
column can be used for
"enterpriseToken": .
Development Environment.
41bc84b42c8543daf448 Every merchant has their own
d893c255beldbdcc722e" | apterpriseToken and use them
} in Production Environment.
document* File Exampledoc.pdf Document with pdf format.
recipients* Object[] | I Recipients list.
{
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"email":
"example@mail.com",
"type": "Signer",

"enterpriseToken":

"privyId":"AAO0O11",
"type":"Approver",

"enterpriseToken":
"41bc84b42c8543daf448
d893c255beldbdcc722e"

by
{

"privyId":
"BBOO11™",

"type": "Signer",

"enterpriseToken":

}
]

Type can be : Signer,
Reviewer, Approver

If the document type is Serial,
the signing or reviewing
process will be based on the
order of recipients.

Note:

® You can share the
document by input the
recipient’s email. The
type of this recipient is
only signer / reviewer.
Leave the entepriseToken
blank because if you
share the document to
the recipient’s email he
can only accept
documents on his
personal account.

e You must fill in the
enterprise token if the
recipient type is approver
because the role
approver is only for
enterprise documents.

templateld

String

AB1234

Fill with templateld.
Templateld is an autosign
template identifier.

note:

This parameter is required if
you want to use an autosign
service.

* : Required

Date: 09 June 2021

Restricted Document
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Notes:
1. “enterpriseToken” in parameter recipients refer to user’s EnterpriselD account
token which can be acquired by registering user’s Company.

2. Document workflow :

- Serial : the signing or reviewing process will be based on the order of recipients.

- Parallel : signer or reviewer can sign the document without having to wait for a
previous one.

RESPONSE PARAMETER

Parameter’s name Type Description
code String HTTP Status Code
data Object(]
docToken String Document token, generated by Privy system
urlDocument String Document link to sign or view
recipients Object[] Recipients list
privyld String User’s privyld
type String Recipient’s role on the document (Signer, Reviewer,
Approver), case sensitive.
enterpriseToken String Merchant’s token
message String Message of response
Note :

® Merchant can add autofill PrivyID to the document URL that will be given to the user
urlDocument?x=100&y=100&page=1&privyld={{privyld}}
example :
https://stg-sign.privy.id/doc/4b7834b797bdc12047795a15e08860639668b03025121
3262e453493418879b67x=100&y=100&page=1&privyld=TESO01



https://stg-sign.privy.id/doc/4b7834b797bdc12047795a15e08860639668b03025121326ae4534934f8879b6
https://stg-sign.privy.id/doc/4b7834b797bdc12047795a15e08860639668b03025121326ae4534934f8879b6
https://stg-sign.privy.id/doc/4b7834b797bdc12047795a15e08860639668b03025121326ae4534934f8879b6?x=100&y=100&page=1&privyId=TES001
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Response

1. Success

"code": 201,
"data": {
"docToken":
"a40aal708c7365886d4dc77ded97644f64a3fd15787638f213bb54e5fbceb502e”

14

"urlDocument":
"https://stg-sign.privy.id/doc/ad40aal708c7365886d4dc77ded97644f64a
3fd15787638f213bb54e5fbceb02e",

"recipients": |

{
"email": "example@mail.com",
"type": "Signer",
"enterpriseToken": null

b

{
"privyId": "AAQOO11",
"type": "Approver",

"enterpriseToken":
"41bc84b42c8543daf448d893c255beldbdecc722e™
}I
{

"privyId": "BB0OOI11l",

"type": "Signer",

"enterpriseToken": null

}y
"message": "Document successfully upload and shared"

2. Error — Invalid format of document

"code": 422,

"errors": |
"field": "document",
"messages": [

"file must be pdf"
]
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I
"message": "Validation(s) Error" }

3. Error —Invalid PrivylD

"code": 422,

"errors": |
{
"field": "recipients.l.privyId",
"messages": [
"privyId AAOO01ll not found"
]
}
1y
"message": "Validation(s) Error"

4. Invalid email

"code": 422,

"errors": [
{
"field": "recipients.O.email",
"messages": [
"Make sure that you insert the correct email format"
]
}
]I
"message": "Validation(s) Error"

5. If you share the document to the recipient’s email but fill the enterpriseToken.

e if you share the document to the recipient’s email he can only accept documents
on his personal account.

"code": 422,

"errors": [
{
"field": "recipients.O.enterpriseToken",
"messages": [
"Invalid enterprise on recipient number #1"
]
}
]I
"message": "Validation(s) Error"
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6. If you share the document to the recipient’s email but fill the type with “approver”.

e if you share the document to the recipient’s email you cannot fill the type with
“approver” because the type of this recipient is only signer / reviewer.

"code": 422,
"errors": [
{
"field": "recipients.O.enterpriseToken",
"messages": [
"enterpriseToken or enterpriseld is required for recipient
type Approver"
]
} 14
{
"field": "recipients.O.enterpriseId",
"messages": [
"enterpriseToken or enterpriseld is required for recipient
type Approver"
]

1y

"messages": “Validation(s) Error”

7. Invalid type on recipient list

"code": 422,
"errors": [
{
"field": "recipients.O.type",
"messages": [
"Only fill with Signer or Reviewer"
]
}
]I
"message": "Validation(s) Error"
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8. Owner PrivylID did not registered in that enterprise

"code": 422,

"errors": |
{
"field": "owner.privyId",
"messages": [
"privyId AB1234 not found"
]
}
1,
"messages": “Walidation(s) Error”

9. Invalid enterprise token / the user is not associated with the enterprise

"code": 422,
"errors": [
{
"field": "recipients.l.enterpriseToken",
"messages": |
"Invalid enterprise on recipient number #1"

]

I

"messages": “Validation(s) Error”
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10. If you do not fill in the enterpriseToken when the recipient's type is “approver”.
e (You must fill in the enterprise token if the recipient type is approver because
the role approver is only for enterprise documents)

"code": 422,
"errors": [
{
"field": "recipients.l.enterpriseToken",
"messages": [

"enterpriseToken or enterpriseld is required for recipient

type Approver"

]
}I
{
"field": "recipients.l.enterpriseId",
"messages": [
"enterpriseToken or enterpriseld is required for recipient

type Approver"

]

1y
"messages": “Validation(s) Error”

11. Blank Owner’s privyld

"code": 422,

"errors": |
it
"field": "owner.privyId",
"messages": [
"cannot be blank",
"privyId not found",
]
}
1,
"messages": “Walidation(s) Error”
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7. Signing

REQUEST

Method: POST

Development

https://stg-core.privy.id/v2/merchant/document/multiple-signing

Production

https://core.privy.id/v2/merchant/document /multiple-signing

Header of Request

Parameter’s name Description Description
Merchant-Key Merchant Unique Key
Token eyJhbGci0i1JSUzI1INiJ9.eyIJpYXQiOjEINTQzNzY4MzIsI | User token

nN1YiTI6IjBhOGRmZmNhMGMANGIwWZTUzZN2M3YjBjYTgONDOh
hY2Y2YTYXNTJ1Z ) IJKkMWJI i NTUXMWVKMDMXYT1mNDcyYThk?Z
TYkJGIRWHgwNNRCZDdzbUgONj IwRHJIaWm91Q3FRczhOaE9
sLzdXQkV10EVSZ1g2dTIMNNQleTN1bENQACtvOSsveGIIV token
FASTTZJIMzJKZmVPcXZPY31WTnRiazZUWHNXeXZZdk45RHp
1OW1tYzdLT2ZCUJNENnJsS1hMblhub0ZVZ29QUmMrMEFJyN
DRWZUVNWDB4K2xBSFYtLXFWT1IM2Q1hJWVJEaVBDZ2ItLVFE
MVNnBVWkINdO11WjNVRINFSms0eVEIPSIsImV4cCIOMTULN
DQ2MzIzMnO0 .HXzQdtVgaMl1YOF5HKoWuM3orRy55vz 9JQw
6sVnx DKOJRf UkQO5XtImlTKXJ2y3CntTamWmeXcg-etH
6fo0n9fo04KQA3Dg8s0riQazkp wvCrBXZNojhk-LBPPPeh
ztR cnTRIso79wHtICPMSEZ7mVRc56¢c 1nlUqgv9sJkh4

obtained from
api create user
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BODY OF REQUEST
Note: use RAW JSON
{

"documents": |

{

"docToken":

"20c3£9%9a21e4018b180a78207085d90e269f64595c5166£2a507402be645508a

7",
"X": "200",
y": "150",

"page": "1"

1,
"signature": {

"visibility": true

1. Parameters “x”, “y”, and “page” are editable, it defines the position where the

signature will be placed.

2. “Visibility: true” defines that the signature will appear in the document.

3. “Visibility: false” defines that the signature will not appear in the document.
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RESPONSE PARAMETER

Parameter’s name Type Description
code String HTTP Status Code
data Object(] Information
document Object[] The document information
docToken String The document token
title String The document title
documentStatus String The document status.
Value : Completed
message String Message of response
RESPONSE
1. Success
{
"code": 201,
"data": {
"document": [
{
"docToken":
"20c3f9a21e4018b180a78207085d90e269f64595¢c5166£2a507402be645508a7",
"title": "Doc Coba"
}
1/
"documentStatus": "Completed"
bo
"message": "Document successfully sign"
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2. Invalid document token

"code": 422,

"errors":

{

[

"field": "documents.0.docToken",

"messages": |

1,

"message":

"invalid docToken"

"Validation (s) Error"

3. Invalid user token

"code": 404,

"errors":

"message":

(1,

"Unauthorized. Invalid or expired token.”}
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8. Check Document Status

REQUEST

Method: GET
Development https://stg-core.privy.id/vl/merchant/document/status/:docToken
Production https://core.privy.id/vl/merchant/document/status/:docToken

PARAMS REQUEST

Parameter’s Type Example Description
name
docToken* String e9749bef89700594cl6d63f61fdab00 | Document token

c264cae?27b2919241dc04£1331b4d7dc
44

from Upload API

* : Required

RESPONSE PARAMETER

Parameter’s name Type Description
code String HTTP Status Code
data Object(]
title String Document’s title
docToken String Document token, generated by Privy system
recipients Object(] Recipient list
privyld String User’s privyld
type String Recipient’s role on the document (Signer and
Reviewer
signatoryStatus String Recipient’s status. Value : Completed
signedAt String Document signatory time
documentStatus String Document status. Value : Completed
urlDocument String Link to signing document

Date: 09 June 2021

Restricted Document
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download Object[]
url String Link to view or download original and signed
document
expiredAt String URL validity time
message String Message of response
Response
1. Success — Completed Document
{
"code": 200,
"data": {
"title": "Example Title",
"docToken":

"9fc38balla799%97af89%afa7baz25e292174085e6cad407e363dd8a9f5d0f64£f23ba"

’

I

"recipients": [
{
"privyId": "UATOQ0O1",
"type": "Approver",
"signatoryStatus": "Completed",
"signedAt": "2021-09-10T13:11:28.000+07:00"
by
{
"privyId": "UATO0O02",
"type": "Signer",
"signatoryStatus": "Completed",
"signedAt": "2021-09-10T13:10:26.000+07:00"
}
"documentStatus": "Completed",
"urlDocument":

"https://stg-sign.privy.id/doc/9fc38balla7997af8%afa7ba’25e29217408

5e6cad407e363dd8a9f5d0f64f23ba",
"download": {

"url":

"https://stg-core.privy.id/document/02Y06wj8p0-04949395-0487-43d6-

9¢c0f-b65e79096382?Expires=1631255239&Signature=o0dn9T90vN3tQEJIJnxjIH

fblovcDBCXLKzBR6VeOr2gp06%2FBnhQ52V1VT7bR%2FaY9JeFgp4LErxI2YEHW4mBsS
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G44%2FWEBhGxLDtRprxmQ8%2BDUeYOmc3csfXc8c3nKMb3bEFGNMMEVEBELBfzcOxXxRX
PJeyxo3pg%2Fb2BGfOINT2n%$2FxZVvRgFSyd5Jzh%2FfSThabogqdg67euZvszoWw3Xs1
g2729g%2BJ9UH8YDOOPvzZQW5ZBIShEMz$2F$2FCuPx2TUDvVU]20S0xGGS%2FsuDTEFW34
KVIjxYS%$2BduZAGoShG0dzud4pdA%2B832FNXDG1V5QNDU]jTsknep5NuvgsjYJrfTz2
qUeDk1KHiFmJj%$2B670sL4Q%3D%3D",

"expiredAt": "2021-09-10T06:25:24+00:00"

by

"message": "Successfully get a status document"

2. Success - Document In Progress

"code": 200,
"data": {
"title": "Example Document",
"docToken":
"417834b797bdc12047795a15e08860639668b03025121326ae4534934£8879b6"

r

"recipients": |
{
"privyId": "UATOO1",
"type": "Signer",
"signatoryStatus": "In Progress",
"signedAt": null
by
{
"privyId": "UATO002",
"type": "Signer",
"signatoryStatus": "In Progress",
"signedAt": null
}
]I
"documentStatus": "In Progress",
"urlDocument":

"https://stg-sign.privy.id/doc/4b7834b797bdc12047795a15e0886063966
8b03025121326ae4534934£8879b6"
by

"message": "Successfully get a status document"
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3. Invalid document token

"code": 404,

"errors": [],

"message": "Unable to find docToken
9520596c9621853f3a3463e6ec065cb7coo32ecc7/c3afff86910deedact2l6cT"
}
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9. Callback

Callback Event Registration Status

This documentation shows a response after the registration is completed. To get a
registration callback, the merchant is expected to provide a webhook that allows
external services to be notified when a document status event occurs. The webhook
URL should be static, and secured with credential, either bearer token or basic auth
username and password.
If the merchant uses a callback service for registration and document status events,
one webhook URL can be used for both. Privy system will only send to one webhook
URL while both callback services will be differentiated by the event-name parameter
in our payload.
Status description
1. Invalid : user is rejected by privy and can be verified if user sends supporting
data
2. Rejected : useris rejected by privy and cannot be verified again, because the
document sent does not meet the requirements. User need to register again
with another document or another identity card.
Example reason with rejected status : identity card can be found on the internet,
ID number on identity card and supporting document (family card) not found.
3. \Verified : user has been successfully verified by privy

4. Registered : user has been registered on privy
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Payload

eventName
message

data

privyld
userld
email

phone

processedAt

userToken

status

identity

nama

nik

tanggallahir

String register

String User Verified

Object(]

String PU9118

String 12345

String puji@privy.id

String +628898767890

String 2019-01-28
17:20:29 +0700

String eyJ0eXAiOiJKV1QiLC
JhbGciOiJlUzI1NiJ9.e
yIpZClelmFyY2hpZS
5zdXJ5YUBtcGOtZml
uYWS5jZzS5jb20iLClle
HAIOjEINDkyNjM2
MDJ9.Xc6SeSKSc5e
HoyrGoHbJWrv-xt_x
z89Bu3IKligURtw

String verified

Object[]

String Nama Example

String 1234567678909877
6

String 1991-06-30

Name of event
Message of event

Array of registrant’s
data

Registrant's privyld
Registrant’s userld

Registrant’s email

Time of registration
processed

Registrant's unique
token

Status of
registration

Array of registrant’s
identity

Registrant's name

Registrant's national
number

Registrant's birth
date
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tempatLahir String Mekar Sari Registrant's birth
place
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Example Payload

1. Verified
{
"eventName": "register",
"data": {
"privyId": "AB1234",
"email": "example@mail.com",

"phone": "+6285111222333",
"processedAt": "2021-02-22 12:28:42 +0700",
"userToken":

"46e07a0e078b3£88£51983d4333¢c9734eae49829cc59d6dad38f187flbeaaleb",

"status": "verified",
"identity": {
"nama": "Rachmi",
"nik": "4782980193748798",
"tanggalLahir": "1994-02-09",

"tempatLahir": "Korea Selatan"
}
o
"message": "Data Verified"
}
2. Invalid
{
"eventName": "register",
"data": {
"privyId": null,
"email”™: "al@gmail.com",

"phone": "+62853565466435",
"processedAt": "2021-02-11 10:36:38 +0700",

"userToken":
"3aa965c93935¢c22b67d07918027577ddfe0078a6e1b1838d50550a4525b5£317",
"status": "invalid",
"reject": {
"code": "PRVKO0OO0O2",
"reason": "Foto KTP yang diunggah tidak dapat terbaca (mis. gambar
kabur, kecil, dill1.)",
"handlers": [
{
"category": "KTP",
"handler": "Foto KTP/Resi e-KTP/e-KTP",

"file support": []
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}

}I

"message": "Data Rejected",

"urlReregister":
"https://stg-app.privy.id/main/updateregister/3aa965c93935c22b67d07918027577d
dfe0078a6elb1838d50550a4525b5f31772files=&handler=ktp"

}

3. Rejected

"eventName": "register",
"data": {

"privyId": null,

"email": "lagi@yahoo.com",

"phone": "+6287287189711",
"processedAt": "2021-08-12 18:22:17 +0700",

"userToken":
"5fad8b37a2a6b1£9¢c801c39p77841c57ac707e6dad2aa2782b0e82e6d5£9¢c£54",
"status": "rejected",
"reject": {
"code": "PRVK014",
"reason": "KTP diragukan keabsahannya",

"handlers": []
}
bo

"message": "Data Rejected"

4. Registered

"eventName": "register",
"data": {
"privyId": "AB1234",
"email"™: "dnd@gmail.co",

"phone": "+6288220195086",
"processedAt": "2021-02-15 16:00:53 +0700",
"userToken":
"dlcalc6c3bbca8ebfdlcbc7£72d3be34b39e89936bcedfad9027a3eccae290cc",
"status": "registered",
"identity": {
"nama": "Rachmi",
"nik": "4782980193748798",
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"tanggallLahir": "1994-02-09",
"tempatLahir": "Korea Selatan",
"alamat": {
"provinsi": "Daerah Istimewa Yogyakarta",
"kabupaten": "Sleman",
"kecamatan": "Ngemplak",
"kelurahan": "Bimomartani",
"kodepos": "55584",
"rtrw": "001/005",
"alamatLengkap": "Kaliburung"
}
}
}I
"message": "Data has been registered"
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Callback Event Document Status

This documentation shows a response after the document is completed. To get a
callback registration, the merchant is expected to provide a webhook that allows

external services, to be notified when a document status event occurs.

Merchants can choose to get payload without or with a download URL. URL
download has an expiration time of 15 minutes. Merchants can still download

documents by hitting API Check Document Status if it’s been more than 15 minutes.

Status description

Completed Document status that has been signed.
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Payload

eventName

data

docTitle

docToken

recipients

privyld
type

signatoryStatus

documentStatus

download

url

expiredAt

String document-compl
eted

Object(]

String tes callback

String 10e654e3adfc56
6b3488a3bbcabb
d32940c7d288f3
711b6f9db4dfele
067e5al5

Object(]

String M02025

String Signer

String Completed

String Completed

Object(]

String http://stg-cor
e.privy.id/doc
ument/5IYUA4Wm
cf-a85d714c-6e
f7-4e3d-albe-5
7da9del4083

String 2019-05-03T07:

08:33+00:00

Name of event

Array of signer data
and document status

Document’s title

Document’s token

Array of recipient data
and signatory status

Recipient’s PrivylD

Recipient’s role on the
document, example :
Signer, Reviewer.

Recipient’s signatory
status on the
document, example :
Completed and In
progress

Document sign status,
example : Completed
and In Progress

Array of url download
and url expiry time

url for download
document

Url expiry time
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message String Document has Message of event

been completed
Example Payload

1. Every document completed without URL download

Merchant will get a notification when the document has been completed and get a

URL to download the document.

"eventName": "document-completed",
"data": {
"docTitle": "tes callback",
"docToken":

"532£cb9100c96£fcfb53d1c9d61ed0036816e3238da2£2889023b9812ccc792b8™,

"recipients": [
{
"privyId": "UATOO1",

"type": "Reviewer",
"signatoryStatus": "Completed"
}
] 4
"documentStatus": "Completed"
}I
"message": "Document has been completed" }
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2. Every document completed with URL download
Merchant will get a notification when the document has been completed and get a

URL to download the document.

"eventName": "document-completed",
"data": {
"docTitle": "tes callback",
"docToken":
"4fb0f23edel0c68c8blaa7fc56blc0747170c3d1la8641ce8127cal3’7ca8lc9232c",
"recipients": [

{
"privyId": "UATOO1",
"type": "Reviewer",
"signatoryStatus": "Completed"

]I
"documentStatus": "Completed",
"download": {
"url":
"http://stg-core.privy.id/document/osnPbRbbz2-1870b7248-4ee5-40fa-91ab-f1e7687
5b2aa",

"expiredAt": "2019-05-03T08:04:48+00:00"

by

"message": "Document has been completed"




